SCORE Il Project Period Covered Weekly
V&V 12/02/2007 to 12/08/2007 Project Status Report

Project / Executive Summary:

Yellow (S) Green (S) Green (S)

| =Improving D = Deteriorating S = Stable

Technical:
Additional performance testing occurred over theiqeeon Site 1 that has been
reconfigured with the software Citrix Gateway. Tiesting provided mix results.
Two separate tests were conducted, one using the saenario as was conducted
during the first round of testing. The second td&tnged the scenario to logout each
user in every case. The test produced some newty®lerrors that are currently
being investigated. Citrix has provided feedbackaber on the CAG issue progress.
Saber provided the information in the period ant iturrently being evaluated by
State and IV&V.
The SCORE V&V met with the State on the Perforne&cSecurity deliverable and
recommended rejection due to the lack of key cayesia the test. Specifically, the
Citrix load information was not provided. The delable has a number of
significant issues that must be addressed. Sabfcused on resolving the Citrix
issue before revisiting the performance testingwds suggested that the regularly
scheduled meeting continue until the deliverablecasnpleted. Saber has not
established the meetings to this point.
The SCORE IV&V conducted another round of extertradependent Security
Testing during the first week of November. Thddgsoduced some new results that
were discussed with Saber. The logs contain afisignt amount of superfluous
information that makes it difficult to identify ¢ical issues. The State is
experiencing similar issues with the logs and #ek lof Saber interpretation. The
SCORE V&V has generated a new risk to addressighige. An additional round of
Security testing will be conducted before the SafevCitrix Gateway solution effort
has been completed.
The lack of a Test Platform continues to slow pesgrin addressing the Citrix
Protocol / SSL error and Performance testing. Sites been used for this purpose
to date making the site unavailable for producti®aber has recommended that both
sites must be fully functional starting in Januéoy the second statewide rollout
groups. The initial hardware and maintenance cagstimated at roughly 240K.
Support cost is around $115K regardless of thengsication. The SCORE IV&V
is recommending proceeding with the purchase, mgsthe system in Colorado.
Additional discussions on the hosting cost breakuave needed.

Business:
The connectivity issues and the number of SCOREvso¢ releases are stretching
the counties during their election cycles. Sevefdahe counties are pushing back on
their availability during the post election perioEmergency releases to support
specific requests continue to be required.
The CDOS Elections Director has established the BE®ask Force to address and
set the priority of the issues and enhancementgylgveloped. The SCORE V&V
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is being included in the task force. The SCORE W&role will be limited to
advisory and restricted by the contractual priesitiof the project. The SCORE
IV&V will continue to attend meetings as the topdistate. The SCORE IV&V PM
will attend task force meeting as topics and tiraepts.
The Group 1 counties have stabilized for the trgjnio be conducted in the next
period. A number of last minute changes and conications were necessary to
finalize the group. The same volatile nature c¢ ttounties should be expected
throughout the remaining rollout waives.

Schedule:
Updates to the infrastructure required by the ledelent Security Test (IST) along
with the “official” performance testing were comgd before the November 2007
elections. Any additional changes will be put asidhuntil after the Citrix CAG
replacement project has been completed on both site
Changes to the Votec extract must be applied t&sthtewide rollout data migration
to eliminate the need for counties to update tdeita after migration. The data
migration process will need to be updated in thet meonth in order to meet the
needs of the counties. Saber has contacted Votovas put off until after the
November elections. This makes it impossible faibe€3 to complete their changes in
time for the Statewide rollout. Changes to thee¢atounty data migration will need
to be made via custom extracts for individual cgumteds. The impact could be
significant if the Statewide counties have to bketadown for the supplement
migrations.
Due to the many outstanding issues (applicatiamfrastructure), Saber has a very
tight window to get all the corrections into plaaed tested before the beginning of
January scheduled 3.2 and now 3.5 releases. TRéh&J prioritized the outstanding
issues into modules buckets for better organizasiod to allow Saber to address
multiple issues affecting the same area. The dichiime constraint is pushing this
issue into a risk, for the SCORE application, thatorrect interpretation of
requirements or incomplete regression testing.

Accomplishments:

- The SCORE IV&V continued to perform Acceptance Tresbver the period. The new goal is
to complete the entire 1540 test cases by the adioplof the Statewide rollout (March 2008).
This will allow Saber enough time to address tlseies by the Priority # 3 release date. The
HAVA compliance has risen to 80%. Provisional b&llare the only component not tested to
this point. Testing will continue with each releasf the application. There are 2 issues related
to HAVA compliance: Agency interface implementatifum state and Provisional Ballots. The
analysis for the Colorado statues has been condptéhis time, but cannot be implemented
until 3.5 bucket.

The SCORE Il PMO and IV&V continue to review andgpend to multiple Saber Plans and
deliverables. The SCORE IV&V has shifted two o$ iQuality Assurance and Voter
Registration / Election Management subject matigreds to performing Acceptance Testing
and finalizing the User Acceptance Testing supportthe Priority #3.0 & 3.2 issues. In
addition, the Security and Infrastructure resou@sbeing re-directed toward the Independent
Security Testing findings follow-up. This movementpports the Graded Approach scheme
with emphasis toward product or application notguageliverables.
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The SCORE V&V participated in the SCORE TrainingyBRun during the first week of
December. The effort was very informative and sastul in that it provided an excellent forum
for the State and IV&V to review and improve thentant of the Statewide training. Based on
the walkthrough, a number of topics will be defdrte individual training sessions after the
Statewide Rollout.

Management AttentionNone in the period

Information:
The Saber Data Migration process calls for fielest do not comply with database and business
rules to be changed during the migration proce3fiose changes are not currently being
documented inside the legacy system. The SCOREVIV&ommends that whenever a data
field is changed in the data migration process #maactivity record be generated describing the
change and the timing of the change. Saber haadd#d the information to this point due to
county availability. This will be tracked as asugs moving forward until all the pilot counties
data has been inserted in the production databésis.information has been verified and will be
removed.
The SCORE V&V continues to monitor outside inflees including the status of other states
HAVA implementation. The information is used tosass the SCORE Il project. The next
meeting of the SCORE V&V Executive Steering Contagthas been scheduled for 12/18.
The SCORE IV&V continues to see corrections whick being implemented outside of the
established list provided by the Score Task FOEE-]. The STF was designed to review any
SPIRIT issues for statues and policy rules. CIHD8 Saber will work together to ensure a
compliant design and then present the solutiorthécCCB for the final decision. The release
process will be tightly coupled with the Spirit Vkdtow in the future.
The SCORE IV&YV is addressing the weekly code driogsetween major releases code drops.
This is unplanned testing which was not part ofdhginal scope of work. The State should re-
evaluate the use of an automated tool for testing.
The SCORE IV&V continues to request the configurasi settings IDS/IPS and updated
switches/routers and firewall. The information wasjuested as part of the initial Internal
Security Testing.
The SCORE V&V will put in a formal IT request ftme network connectivity to be re-installed
on the Escrow server. The line was removed asgfatie CDOS datacenter upgrade project.
The line is necessary to complete the latest Escmates.
During the previous Code review audit a large amairfunused” code was identified in the
customized Colorado code. It was agreed at the tirat the code would not be removed until
after the 3.0 Priority release of the applicatiohhis issue needs to be revisited since the 3.0
release is in production and the code continussatalilize.
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Schedule / Activities & Tasks:

Completed & Planned Activities / Tasks

Completed Last Week
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Activity / Task Date Priority
Adams County Statewide Rollout Site Preparation and Verification 12/3/2007 High
Ask Saber Conference Call 12/4/2007 High
IT Users Group Meeting 12/5/2007 High
SCORE Task Force Meeting 12/5/2007 High
Priority 3 Testing and Implementation 12/5/2007 High
Transition Plan Review 12/5/2007 High
Change Control Member 12/6/2007 High
CDOR Agency Interface Working Session 12/6/2007 High
SCORE IV&V Audits (Licenses, Performance, Code Review) 12/7/2007 High
Continue to respond to Saber Deliverables and Activities (DED's) 12/7/2007 High
Performance and Security Planning Deliverable Working Sessions 12/7/20007 High
Plan for Next Week
Activity / Task Date Priority
SCORE Task Force Meeting 12/12/2007 High
OIT / EGC Meeting 12/12/2007 High
Performance and Security Planning Deliverable Working Sessions 12/14/2007 High
SCORE V&V Audits (Licenses, Performance, Code Review) 12/14/2007 High
Continue to respond to Saber Deliverables and Activities (DED's) 12/14/2007 High
Group 1 Rollout Training Attendance 12/14/2007 High
Risk / Issues Maintenance 12/14/2007 High
Staffing: As of 11/30/2007:
Contract Hours Used Hours in
Resource Type / Role Hours to date % Used Period
Project Management 2347.00 2323.50 99% 171.00
Infrastructure / Disaster Recovery SME 289.00 391.25 135% 3.50
Application / Infrastructure SME 737.00 268.75 36% 3.00
Oracle / Application SME 630.00 165.00 26% 8.00
Voter Registration / Election Management SME 1206.00 1,208.00 100% 90.00
Quality Assurance SME's 2369.00 2,259.00 95% 153.00
Security SME's 860.00 774.25 90% 78.75
Totals 8438.00 7389.75 88% 507.25
Contract Hours Used Hours in
Planned Activities Hours to date % Used Period
Project Management (Status Reports / 1599 2221.75 139% 217.50
Meetings)
Source Code Escrow Responsibilities 180 27.00 15% 0.00
Saber / SCORE Il Deliverables / Activities 3599 1813.75 50% 55.75
Review
SCORE Il Independent Assessments 544 744.50 137% 79.00
(Security...)
SCORE Il Acceptance Testing (User / System) 1940 224475 116% 155.00
SCORE Il Project Audits 576 338.00 59% 0.00
Totals 8438 7389.75 88% 507.25
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Acceptance Testing for V.1.4.19 code baseline - Tes t Case Execution:
1540 100% .

Total Cases HAVA Requirements Total Bugs
Pass 732 48% Pass 80% Critical 0
Fail 156 10% Fail ** 20% High 61
N/A 68 4% Block 0% Medium 68
Block 2 0% Total Req. 100% | Low 72
Total Tested 958 62% Closed 215
Total to be o
Executed 581 38% Total 416

** Provisional Ballots are still an issue with the system. Requirements have been gathered and scheduled
Priority 3.5 for the Provisional Ballot Process.

Priority 3.0 Release

168 Test Cases: 47 Pass, 4 Fail, 3 Incomplete and 135 to Test

Priority 2.7 Release

84 Test Cases: 3 Pass, 1 In-Process and 80 to Test

Emergency October Release

6 Test Cases: 6 Pass

Perce
Functional Area Cases Cases nt Percent
Executed Passed Comp Passed
lete
Absentee Application 55 a7 39 85% 83%
Address 103 85 79 83% 93%
Administration 85 45 39 53% 87%
Ballot 61 52 34 85% 65%
Calendar 18 1 0 6% 0%
Candidate 25 13 13 52% 100%
Contacts 14 8 8 57% 100%
Contest 17 10 10 59% 100%
Districts 56 56 53 100% 95%
Document Management 7 7 7 100% 100%
Elections 169 111 95 66% 86%
Election Workers 33 20 19 61% 95%
Exports 5 4 3 80% 75%
Help 2 0 0 0% 0
Interfaces 22 7 7 32% 100%
Miscellaneous 18 15 6 83% 40%
Performance 16 9 8 56% 89%
Petition 37 20 19 54% 95%
Poll Book 28 7 7 25% 100%
Polling Places 26 10 10 38% 100%
Reports, Labels and Mailings 205 68 29 33% 43%
Scheduler 19 0 0 0% 0
Software/Hardware Compatibility 10 2 2 20% 100%
System 102 11 9 11% 82%
Voter Management 406 271 227 67% 84%
Totals: 1539 879 723 57% 82%
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Issues: (Last Reviewed on 12/08/2007)
Issue . Modified e
ID: Entry Date: Date: Description: Category Status
Monday, Sunday, Potential higher total cost of ownership for maintaining a Colorado
- November 6, December 3, version of the software Mitigation: Monitor customization costs Technical Open
00t 2006 7:36:58 2006 1:03:56 closely and take advantage of other States customized code when P
AM MST PM MST possible.
Exploits move rapidly, and appropriate mindset for threat and new
vulnerability thinking are required to respond proactively and
Sunday, Sunday, protect systems according to their asset value. There is no
- December 3, January 28,  apparent threat modeling process to feed into risk-based Technical Open
010 2006 12:10:59 2007 8:02:18 methodology. In order fo be able to protect assets by value, the b
PMMST PM MST threat to those assets must be understood. Require Saber ta
develop cohesive threal modeling methodology as part of the
SCORE Security Plan. (updated 1/28/G7 BP)
How will a county print poll books if the printer fails on the
weekend before an election. This same problem could occurif a
Wednesday, Tuesday, Branch or County loses power the weekend before an election,
i- November 15, December 12, but gels it restored on Monday before the Tuesday Election. Two Technical Open
019 2006 3:56:46 2006 8:25:18 real life examples follow: | had to run the poll books here at SOS
PMMST AM MST and then printed them in the neighboring county. (Lake and
Mineral) | also ran them at SOS and printed them at SOS and then
had them delivered to the county. (Elbert)
Once the SCORE system becomes the system of record, the
II- ggf;?\i‘";’r 12 ;f:g:iunaesd;g‘ State needs to give the counties some guidance on how to "retire”
a28 2008 2_00_39’ 2007 439,4:'2 their legacy systems. This should include a listing of the data that Business Open
PM MST ’ BM MST ' will be maintained by the State as part of the data conversion
process.
SCORE IV&Y reviewed the final document for the Tech Arch
Design o see if how/when patches are applied is adequately
addressed {Finding 34 in State Review - Technical Architecture
Design - 12-Dec-06 - V2.doc)Findings Inciude:On page 24 of the
Sunday, Tuesday, Final Technical Architecture Design, the last sentence under
Ii- January 7, May 8, 2007 . D h s lanning for V&Y o
030 2007 3.42:37 7:29:51 AM Database Failure"Please see the section "Hardware planning” for | o, pen
PM MST MDT understanding the process on how software/patches or releases
are applied to the SCORE Il architecture.Per the Table of
Contents, the "Hardware Planning” section is pages 10-28. At no
point is there a clear process for maintenance or emergency
patching including the testing and migration of these patches.
Verification and Validation of the power Recpticol requiremtns for
iI- J-g;li::dag' J'gl:]isadayg, the HP Cabinets and the connection provided within the e-FOR3T
031 2007 %'2@'@8 2007 &6’_21 and CDOS Data Centers should be validated prior to shipment Technical Open
AM MST ’ PM MST ' and instalation of electiral connectors {o insure proper allignemtn
of recpiicol requiremts and services.
Friday, Tuesday,
[~ January 26,  January 30, When the relationship between Saber and CDOS has expired, Business Open
040 2007 7:35:43 2007 2:31:16 how will the confidential information {data) be disposed? P
AM MST PM MST
Wednesday,  Wednesday, The Saber Quality Plan indicates that Saber will conduct periodic
II- February7, February 7, lity Audi : ified in th . Schedule O
042 2007 6:13:38 2007 6:13:38 QL;]a lct’yI udiis. They are currently not identified in the project chedule pen
AM MST AM MST schedule.
The typical DRP (Disaster Recovery Procedure) should be its
own document and distributed across muiiiple independent
Monday, Monday, documents. System Maintenance Guide contains the bulk of the
1I- February 12, February 12, true DRP type information. A DRP should be a step-by-step guide Techmical Open
047 2007 6:37:30 2007 6:37:30 fo continue business / recover from any type of disaster. It is the p
AM MST AM MST desire of the State to use this plan beyond the life of the project
and well into the program.Saber has indicated they will provide
this as part of the transition plan.
Numerous concerns about the lack of visible progress on
development and implementation of the web based functionality of
VPA, Early Voting and Vote Centers all sum to a high risk for the
proiect. There are questions and clarifications that were raised at
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the very beginning of the projeci about the architecture for the web
based interfaces. These have not been closed in the Technical
Architecture document and as of this time, serious concerns exist

I ggg?g:r{; 19 F\/ggfiun;;d;g, as to whet_her Sabgr can deliver th&s functionality. Atla minimum, _
068 2007 55215 2007 4:31:54 the Technical Architecture, Security Plans, and Testing Plans Technicat Open

should all have details of this implementation. The recent

AMMST PM MST indication that this delivery would be detayed brings to a head the
question of exactly who is working on this, and what progress has
been made.

System Test Plan Finding 87The plan does not have a clear
Sunday, Monday, process for configuration set ups or changes o set ups that need
I1- February 18, February 19, to occur after intial set up. Non-code related hardware and
069 2007 10:06:01 2007 11:05:45 software changes should be addressed in how changes will be
AM MST AM MST made, tracked, migrated, tested ang documented to minimize
issues arising from these changes.

During the Hardware Installation inventory IV&V it was discovered
that the Network Hardware components had been secured at the
front plate of the unite into the cabinet. This installation leaves a
Wednesday, Waednesday, significant portion of the Network Component weight unsupporied
[I- February 28, February 28, placing significant stress on the securing bracket and the Network
070 2007 10:59:28 2007 4:31:33 Hardware component. This could pose significant risk during the
AM MST PM MST movement of the cabinets, such as the transition form e-FOR3T
hosting facility to the CDOS Hosting Center. it is recommended
that additional support bracketing be applied to secure the network
hardware components.

The document stops short of providing a complete or industry
standard SLA with penalties and rewards associated with the
target metrics. It is not clear when or if an SLA will be provided.
This may be associated with the Platinum Support Contract once
the sysiem is placed into production. Production needs to be
defined as the period of time when one or more counties are up on
the SCORE system. ASIM; 3/3/2007: We can define when
Monday, Monday, production starts, Added the following line:SCORE !l system
I March 18, March 18, status will be production, once at least one county has mevedto  Technical Open
071 2007 10:48:44 2007 10:48:44 |4 ction Penalties and rewards will be based on the contract.
AM MST AM MST State needs to know more about Platinum.First Paragraph -
"Under the agreed upon service-level agreement” Needs to be
clarified. Is this a separate SLA, part of the Platinum Support
Agreement, or assumed as part of this agreement. ASIM
3/3/3007: This is part of the project, as agreed on the RFP.The
SCORE IV&V will carry this as an issue until the Platinum Support

Contract is documented.

Security needs to be specifically included in the Descriptions of
the Priority Levels. DED Section A spetifies that SLA is to be
defined for both data eenters and counties. This is part of the
minimum quality standard requiremenis all Saber deliverables
must meet, and must be consistent on all Saber deliverables in
progress and going forward. ASIM: 3/3/3007: It has already been
agreed on the DED that the system availability plan will not

H- March 19! _ March 19- . address county issues, so why this issue has been raised? Isn't  Technical Open
072 /23«(;/??\&18?1:51 44 2007 10:51:44 this redundant? The following identified as "Severe” issue:

Technical Cpen

Technical QOpen

Monday, Monday,

“Critical functionality failure exists with excessive risk to the ability

of Colorado's election officials to use the SCORE Il application
system. System or application catastrophic failure has occurred or
is very likely fo occur imminently."This automatically covers
security issue. This will be documented as an issues moving
forward.

Saber delivered a Quality Management Plan and Systern Test
Plan but the Saber Oregon and Colorado team clearly do not have
]- a complete understanding of the roles that need to be performed,

075 the use of terminology and artifacts to be deliverad. The limited Business  Open
Sunday, April Tuesday, exposure to the documentation leads us to believe testing is
8, 2007 April 10, 2007 performed but not according to any Industry Standard. The 2

5:30:27 PM 2:58:21 PM  Oregon testers have only been with Saber for less than 10
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Vendor Initial Deliverable Metrics:
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Vendor Current Deliverable Metrics:
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Risks:
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