SCORE Il Project Period Covered Weekly

V&V

02/10/2008 to 02/16/2008 Project Status Report

Project / Executive Summary:

Yellow (S) Yellow (S) Green (S)

| =Improving D = Deteriorating S = Stable

Technical:

Saber indicated over the period that the replicatservices will be town for
approximately two weeks during the Data Center mo@entingency plans need to
be discussed for the two week period for possilse mitigation strategies for the
period including moving the Data Guard sever seapbrao provide a secondary site
for the data. Additional discussion will occurdabgh the next period as the planning
for the move continues. The walkthrough of the Wigest Champa facility is
scheduled for Monday February™5The SCORE IV&YV Infrastructure and Security
SME will be attending the walkthrough.

The Site 2 switchover to the Citrix Software Seclicketing occurred earlier in the
month. Saber provided their test results to tlaeStver the period. The number of
users we significantly less than in the previousinatesting. Only one minor issue
was documented in the results. i-Beta will beitgsbver one of the next two weeks.
If the i-Beta tests are successful, Site 2 willgug into production until the move
scheduled for the middle of March.

The Performance & Security (P&S) deliverable remantstanding. Saber has made
progress in testing a Citrix load tool (Appsloadfaber has indicated they have
started back into planning for the P&S testing.e BCORE V&V will continue to
monitor progress and be a part of both the indepain@-Beta) and internal (Saber)
testing. The SCORE IV&V expects extrapolated testduring the February
timeframe and full load / stress testing to oceurconjunction with the Statewide
Mock election in the April timeframe.

The SCORE IV&V has begun planning for the next i Independent Security
Testing. The testing will be conducted at the efd-ebruary in support of the
SCORE application being brought up on both sitdhis test will be graded in
anticipation of the overall Statewide test to bedwucted in conjunction with the
Statewide Mock election in the April timeframe. eTBCORE V&V expects to see
improvements made to the infrastructure from thevious testing and that the logs
with the supporting information has been cleanedasmeeded to provide critical
information to Saber and the State as to how tfrastructure is performing and to
maintain focus on the security of the system.

As requested, Saber has delivered an Indicativatororg tool distribution report for
the current installation scheme along with a plamaidding additional licenses. The
request for the information was made after criticetwork data was not available
through the current monitoring data points. Salserequesting a total of 5378
additional licenses be procured. Discussions waher and the State have answered
many of the outstanding questions on the drastcease in the Indicative licenses.
A recommendation and follow-up discussions will wcover the next several
periods. The additional monitoring points will bectored into the Transition and
Maintenance & Support deliverables.
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The SCORE application continues to experience sfonaesponse time issues in
several counties and during the Statewide rolloaihing. The issues appear to be
both network and application related (Batch Scagnin Saber has recently
implemented a script for capturing both client asiver information immediately
following a problem. The SCORE IV&V has not seery anformation or feedback
as to whether the information has isolated any lprob.

Business:
The OIT continued their assessment over the peridte assessment team presented
another round of their preliminary finding. Thene is in the process of compiling
the information collected during the review stagdhe OIT is offering their
assistance on the project in an effort to help wiite implementation. It is the
understanding of the SCORE V&YV that the SCORE tedlhbe allowed to respond
to the report before it is distributed.
The second week of Group 3 training was completegl the period. The data
migration activities for the same counties contthubrough the period. All but
Jefferson County will go live over the next periodlefferson has requested an
additional two weeks to complete their data veaificn and will go live with Group
4. This brings the total counties migrated to 3ghvanother 8 scheduled over the
next two week rollout.
Statistics on the Group 1 county access to the IE&Rtem are improved from the
initial set of data. The transactions counts &m\sng appropriate activity including
the Denver County catch-up. Additional data isdeekto assess the progress made
since the beginning of February.
The decertification of the majority of the statesting equipment has added an
additional load to the counties during the critiG&thtewide rollout period. The
additional potential work load and planning disti@ec may cause some of the
counties to pull back from their SCORE commitmenihe decision on the voting
equipment is expected in the next period.
County participation in the SCORE software testileglined for the 3.2 release due
to the County Clerk Conference and county workloathe 3.2 release date was
extended for a week to allow counties more time$b. If the trend continues for 3.5
release, additional counties may need to be indbivethe process. The SCORE
IV&V has suggested that another resource testisguree be added to the team to
help with this spike. The CCB and State have renended that the 3.5 and 4.0
priories be combined for one Mock Election relea$kis has delayed the priority 3.5
for two weeks and will be targeted for productionMarch 3%
The CDOS Elections Director has established the BE®ask Force to address and
set the priority of the issues and enhancementgylgveloped. The SCORE V&V
is being included in the task force. The SCORE W&role will be limited to
advisory and restricted by the contractual priesitiof the project. The SCORE
IV&V will continue to attend meetings as the topdistate. The SCORE IV&V PM
will attend task force meeting as topics and tinegnpts. The priority of the
outstanding items may need to be re-visited asithaes grow and additional
counties are added to the project keeping the ZBl@8tion Calendar as the key
driver. The SFT is struggling to finalize the 3guirements due to other work load
and resource availability.
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Schedule:
The scope of the 3.5 needs to be finalized immelgianh order to allow Saber
sufficient time to code and test the proposed caand he scope should only include
those items necessary to support the upcoming NMEdettion. The SCORE IV&V is
assisting the State in finalizing the scope. Thiscess has reduced the STF
involvement to a single State subject matter exp@ditis change has helped in the
turnaround of the required information.
Due to the delay in the Votec extract changes,ethera high potential that the
Statewide rollout counties will need to make maralanges to their data once on the
SCORE system. Saber has indicated they can do sonmed migration work on
changes that affect single voters, but those isafiesting multiple voters i.e. address
library would need to be done manually. The impacthis has not been accessed.
The Votec pilot counties need to be queried ash® time taken to make these
changes and any lessons learned or potential atitomaf the process needs to be
explored.

Accomplishments:

- The SCORE IV&V reviewed the FTP process over Sabshoulder for the CDOR process.
Outstanding from this review is the verificationtbé database, scheduled jobs and Ul. The files
provided by Saber will allow this issue to be addezl over the next period.

The SCORE V&V working with the State have testdd189 issues associated with the 3.2
release over the past two periods. Eight issupfa{®d and two (2) were unable to be tested.
The issues / enhancements have passed at a 91%ssuate. The SCORE IV&V is working
with Saber on those issues that have failed topbist. In addition, the testing team addressed
the 4 additional issues that were part of an enmengeclease in the period.

The SCORE V&V continued to perform Acceptance resbver the period. The new goal is
to complete the entire 1540 test cases by the adiaplof the Statewide rollout (March 2008).
This will allow Saber enough time to address trsiés by the Priority # 3.5 implementation
date. The HAVA compliance has risen to 80%. vidional ballots are the only component not
tested to this point. Testing will continue witach release of the application. There are 2 issues
related to HAVA compliance: Agency interface implemation for state and Provisional
Ballots. The analysis for the Colorado statues leen completed at this time, but cannot be
implemented until 3.5 bucket.

The SCORE Il PMO and IV&V continue to review andgpend to multiple Saber Plans and
deliverables. The SCORE IV&V has shifted two o$ iQuality Assurance and Voter
Registration / Election Management subject matigreds to performing Acceptance Testing
and finalizing the User Acceptance Testing supportthe Priority #3.2 & 3.5 issues. In
addition, the Security and Infrastructure resoug@sbeing re-directed toward the Independent
Security Testing findings follow-up. This movementpports the Graded Approach scheme
with emphasis toward product or application notgrageliverables.

Management Attention

The SCORE IV&V contract extension needs to be scelby the end of February to assure un-
interrupted service. The contract documentatisbbe®en provided to the State. The concern is the
amount of lead time required by the Controller akitbrney General’s offices. The State and
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SCORE IV&YV discussed the issue over the periodlene agreed to interim solution to manage the
issue through the end of March.

Information:
The SCORE IV&V successfully installed the latestree code release on the Escrow server.
The release was smoke tested and can be useditp s@urce code changes. The process
continues to have issues with the database insball¢ghat require manual intervention to the
provided scripts. The latest disk included the e/Genter and updated database modules as
expected. The updates were installed. The SCORE IApplication SME and the Saber
Application manager continue to work through treues. It was discovered that the most recent
disk was not created according to the establislsetbe process. As a result the third disk is
being created and will be applied in the next perio
The SCORE IV&V has recommended that the existingOBDfile be used and a filter
mechanism be added to eliminate the duplicatesingGlback to CDOR at this point would
potentially delay the interface beyond the enchef$tatewide rollout period.
The SCORE V&V has discovered in testing that ti#0R file carries null values for the SSAC
field. Currently the file creates an exceptionthie error log file, but does not display in the
CDOR Voter Registration table. The county woul@dh&o wait for the paper.
The Saber Data Migration process calls for fielgst do not comply with database and business
rules to be changed during the migration proce3$iose changes are not currently being
documented inside the legacy system. The SCOREVIV&ommends that whenever a data
field is changed in the data migration process #maactivity record be generated describing the
change and the timing of the change. This infoionabas been verified and will be removed. It
is not clear when the information will be loadedidg the Statewide rollout waves. This will be
tracked as an issue until the data is loaded ®remainder of the counties.
The SCORE V&V continues to monitor outside inflees including the status of other states
HAVA implementation. The information is used tosass the SCORE Il project. The next
meeting of the SCORE V&V Executive Steering Contagthas been scheduled for 3/11/2008.
The SCORE IV&YV is addressing the weekly code driogsetween major releases code drops.
This is unplanned testing which was not part ofdhginal scope of work. The State should re-
evaluate the use of an automated tool for testing.
The SCORE IV&V continues to request the configurasi settings IDS/IPS and updated
switches/routers and firewall. The information wasjuested as part of the initial Internal
Security Testing.
During the previous Code review audit a large amairfunused” code was identified in the
customized Colorado code. It was agreed at the tirat the code would not be removed until
after the 3.0 Priority release of the applicatioBaber indicated in the last status meeting that
they do not recommend cleaning up the code urgiMérsion 5.0. The SCORE V&V & PMO
agree with this decision.
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Schedule / Activities & Tasks:

Completed & Planned Activities / Tasks

Completed Last Week

WDS WUANT DATA
AR systems, inc.

Activity / Task Date Priority
CDOR Interface Analysis (Duplicates , Missing Signature Files) 2/11/2008 High
Ask Saber Conference Call 2/12/2008 High
SCORE Task Force Participation 2/13/2008 High
SCORE Change Control Board Meeting 2/14/2008 High
OIT Assessment Participation 2/15/2008 High
SCORE IV&V Audits (Licenses, Performance, Code Review) 2/15/2008 High
Continue to respond to Saber Deliverables and Activities (DED's) 2/15/2008 High
SCORE Group 3 Session 2 Training Observation / Participation 2/15/2008 High
SCORE IV&V Contract Extension Follow-up Actions 2/15/2008 High
Plan for Next Week
Activity / Task Date Priority
Ask Saber Conference Call 2/19/2008 High
SCORE IV&V Contract Extension Follow-up Actions 2/19/2008 High
SCORE Task Force Participation 2/20/2008 High
SCORE IT Users Group Meeting 2/20/2008 High
SCORE Steering Committee Meeting 2/21/2008 High
SCORE Municipal Elections Webinar 2/21/2008 High
CDOR Interface Discussions (Duplicates , Missing Signature Files) 2/22/2008 High
OIT Assessment Participation 2/22/2008 High
SCORE V&V Audits (Licenses, Performance, Code Review) 2/22/2008 High
Continue to respond to Saber Deliverables and Activities (DED's) 2/22/2008 High
SCORE Group 4 Session 1 Training Observation / Participation 2/22/2008 High
Staffing: As of 11/30/2007:
Contract | Hours Used Hours in
Resource Type / Role Hours to date % Used Period
Project Management 2347.00 2323.50 99% 171.00
Infrastructure / Disaster Recovery SME 289.00 391.25 135% 3.50
Application / Infrastructure SME 737.00 268.75 36% 3.00
Oracle / Application SME 630.00 165.00 26% 8.00
Voter Registration / Election Management SME 1206.00 1,208.00 100% 90.00
Quality Assurance SME's 2369.00 2,259.00 95% 153.00
Security SME's 860.00 774.25 90% 78.75
Totals 8438.00 7389.75 88% 507.25
Contract | Hours Used Hours in
Planned Activities Hours to date % Used Period
Project Management (Status Reports / Meetings) 1599 2221.75 139% 217.50
Source Code Escrow Responsibilities 180 27.00 15% 0.00
Saber / SCORE Il Deliverables / Activities Review 3599 1813.75 50% 55.75
SCORE Il Independent Assessments (Security...) 544 744.50 137% 79.00
SCORE Il Acceptance Testing (User / System) 1940 2244.75 116% 155.00
SCORE Il Project Audits 576 338.00 59% 0.00
Totals 8438 7389.75 88% 507.25
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Acceptance Testing for V.1.6.2 code baseline Test C  ase Execution:
1540 100% :
Total Cases HAVA Requirements Total Bugs
Pass 732 48% Pass 80% Critical 0
Fail 156 10% Fail ** 20% High 61
N/A 68 4% Block 0% Medium 50
Block 2 0% Total Req. 100% | Low 35
Total Tested 958 62% Closed 285
Total to be o
Executed 581 38% Total 431

** Provisional Ballots are still an issue with the system. Requirements have been gathered and scheduled
Priority 4.0 for the Provisional Ballot Process.

Release 1.6.0.2 Regression P3.2 — 109 Test Cases: 99 Pass, 8 Fail and 2 N/A
New Issues — 3 Test Cases: 3 Pass

Priority 3.2 Release 109 Test Cases: 99 Pass, 8 Fail and 2 N/A

Emergency December Release 3 Test Cases: 3 Pass

Priority 3.0 Release 168 Test Cases: 77 Pass, 4 Fail, 3 Incomplete and 84 to Test

Priority 2.7 Release 84 Test Cases: 83 Pass and 1 Fail

Emergency October Release6 Test Cases: 6 Pass

Perce
Functional Area Total Cases Cases nt Percent
Cases Executed Passed Comp Passed
lete
Absentee Application 55 a7 39 85% 83%
Address 103 85 79 83% 93%
Administration 85 45 39 53% 87%
Ballot 61 52 34 85% 65%
Calendar 18 1 0 6% 0%
Candidate 25 13 13 52% 100%
Contacts 14 8 8 57% 100%
Contest 17 10 10 59% 100%
Districts 56 56 53 100% 95%
Document Management 7 7 7 100% 100%
Elections 169 111 95 66% 86%
Election Workers 33 20 19 61% 95%
Exports 5 4 3 80% 75%
Help 2 0 0 0% 0
Interfaces 22 7 7 32% 100%
Miscellaneous 18 15 6 83% 40%
Performance 16 9 8 56% 89%
Petition 37 20 19 54% 95%
Poll Book 28 7 7 25% 100%
Polling Places 26 10 10 38% 100%
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Reports, Labels and Mailings 205 68 29 33% 43%
Scheduler 19 0 0 0% 0
Software/Hardware Compatibility 10 2 2 20% 100%
System 102 11 9 11% 82%
Voter Management 406 271 227 67% 84%

Totals: 1539 879 723 57% 82%

Category Percent
Total Test Cases 1540 100%
Pass 732 48%
Fail 156 10%
N/A 68 4%
Block 2 0%
Total Executed 958 62%
Total to be Executed 581 38%
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Issues: (Last Reviewed on 01/05/2008)

lg:ssue Entry Date: Igna(t)g:ﬂed Description: Category Status
Monday, Sunday, Potential higher total cost of ownership for maintaining & Colorado
I1- November 8, December 3, version of the software Mitigation: Monitor customization costs Technical Open
001  20067:36:58 2006 1:03:56 closely and take advantage of other States customized code when
AM MST PM MST possible.
Exploits move rapidly, and appropriate mindset for threat and new
vulnerabitity thinking are required to respond proactively and
Sunday, Sunday, protect systems according to their asset value. There is no
- December 3, January 28, apparent threat modeling process to feed into risk-based Technical Open
010 2008 12:10:59 2007 8:02:18 methodology. In order to be able to protect assets by value, the
PM MST. PM MST threat to those assets must be understood. Require Saber to
develop cohesive threat modeling methodology as part of the
SCORE Security Plan. (updated 1/28/07 BP)
How will a county print poll books if the printer fails on the
weekend before an election. This same problem could occur if a
Wednesday, Tuesday, Branch cr County loses power the weekend before an election,
- November 15, December 12, but gets it restored on Monday before the Tuesday Election. Two Technical Open
019 2006 3:56:46 2006 8:25:18 real life examples follow: | had {o run the poll books here at SOS
PM MST AM MST and then printed them in the neighboring county. (Lake and
Mineral) | also ran them at SOS and printed them at SOS and then
had them delivered to the county. (Elbert)
Once the SCORE systemn becomes the system of record, the
I guesday, Wednesday, State needs to give the counties some guidance on how to "retire”
- ecember 12, February 28, their le : include = listi f the d h Busi o
028 2006 2:00:30 2007 4:09:42 1 gacy systems. This should include a-listing of the ata that usiness pen
PM MST PM MST will be maintained by the State as part of the data conversion
process.
SCORE IV&V reviewed the fina! document for the Tech Arch
Design to see if how/when paiches are applied is adequately
addressed (Finding 34 in Staie Review - Technical Architecture
Design - 12-Dec-06 - V2.doc)Findings Include:On page 24 of the
I JSunday. Tuesday, Final Technical Architecture Design, the last sentence under
- anuary 7, May 8, 2007 “Datab Failure™Pl ion “Hard lanning” f V&V 0
030 2007 3:42:37 7:29:51 AM atabase Failure™Please see the section “"Hardware planning” for Internal pen
PM MST MDT understanding the process on how software/patches or releases
are applied to the SCORE H architecture.Per the Table of
Contents, the "Hardware Planning” section is pages 10-29. At no
point is there a clear process for maintenance or emergency
patching including the testing and migration of these patches.
Verification and Validation of the power Recpticol requiremtns for
fl- L?ﬂ:g{az’ L‘i}isad;g the HP Cabinets and the connection provided w_ithin the‘e-FOR3T )
031 2007 10-26:08 2007 4'16:21 and QDOS !Data Centgrs should be validated prior to shipment Technical Open
AM MSf ’ PM MST ' and instalation of electiral connectors to insure proper allignemtn
of recpticol requiremts and services.
Friday, Tuesday,
t- January 26,  January 30, When the relationship between Saber and CDOS has expired, Business Open
040 2007 7:35:43 2007 2:31:16 how will the confidential information (data) be disposed?
AM MST PM MST
™ ;I:Erdun:;d;y’ ;’:sgunaerid;y. The Saber Quality Plan indicates that Saber will conduct periodic
042 2007 6:13:38 2007 6:13:38 Scuha;gﬁlgudlts. They are currently not identified in the project Schedule Open
AM MST AM MST ;
The typicai DRP (Disaster Recovery Procedure) should be its
own document and distributed across multipie independent
Monday, Monday, documents. System Maintenance Guide contains the bulk of the
I1- February 12, February 12, true DRP type information. A DRP should be a step-by-step guide Technical Open
047 2007 6:37:30 2007 6:37:30 to continue business / recover from any type of disaster. it is the
AM MST AM MST desire of the State to use this plan beyond the life of the project
and well into the program.Saber has indicated they will provide
this as part of the transition plan.
Numerous concerns about the lack of visible progress an
development and implementation of the web based functionality of
VPA, Early Voting and Vote Centers all sum to a high risk for the
project. There are questions and clarifications that were raised at
8 of 17 WDS Confidential Draft Working Copy
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Il-
068

II-
069

-
070

Il-
071

Ik
072

t-
075

the very beginning of the project about the architecture for the web
based interfaces. These have not been closed in the Technical
Architecture document and as of this time, serious concerns exist
Monday. Wednesday, as fo whether Saber can deliver this functionality. At a minimum,
February 19, February 28, . : . . .
- . the Technical Architecture, Security Plans, and Testing Plans Technicai Open
2007 5:52:15 2007 4:31:54 idall h - = ion. Th
AM MST PM MST :shqu d'a ave d_etallg of this implementation. he recent
indication that this delivery would be delayed brings to a head the
guestion of exactly who is working on this, and what progress has
been made,

System Test Plan Finding 87 The plan does not have a clear
Sunday, Maonday, process for configuration set ups or changes to set ups that need
February 18, February 19, to occur after intial set up. Non-code related hardware and
2007 10:06:01 2007 11:05:45 software changes should be addressed in how changes will be
AM MST AM MST made, fracked, migrated, tested and documented to minimize
issues arising from these changes.

During the Hardware Installation Inventory IV&V it was discovered
that the Network Hardware components had been secured at the
front plate of the unite into the cabinet. This installation leaves a
Wednesday, Wednesday, significant portion of the Network Component weight unsupported
February 28, February 28, placing significant stress on the securing bracket and the Network
2007 10:59:28 2007 4:31:33 Hardware componeni. This could pose significant risk during the
AM MST PM MST movement of the cabinets, such as the transition form e-FOR3T
hosting facility to the CDOS Hosting Center. It is recommended
that additional support bracketing be applied to secure the network
hardware components.

The document stops short of providing a complete or industry
standard SLA with penaities and rewards associated with the
target metrics. Itis not clear when or if an SLA will be provided.
This may be associated with the Platinum Support Contract once
the system is placed into production. Production needs to be
defined as the period of ime when one or more counties are up on
the SCORE system.ASIM: 3/3/2007: We can define when
Monday, Monday, production starts. Added the following line:SCORE Il system
March 19, March 19, status will be production, once at least one county has moved to  Technical Open
2007 10:48:44 2007 10:48:44 ;04 iction. Penalties and rewards will be based on the contract.
AM MST AMMST State needs fo know more about Platinum.First Paragraph -
"Under the agreed upon service-leve! agreement" Needs to be
clarified. Is this a separate SLA, part of the Platinum Support
Agreement, or assumed as part of this agreement. ASIM

3/3/3007: This is part of the project, as agreed on the RFP.The
SCORE V&V will carry this as an issue until the Platinum Support
Contract is documented.

Security needs to be specifically included in the Descriptions of
the Priority l.evels. DED Section A specifies that SLA is to be
dgefined for both data centers and counties. This is part of the
minimum guality standard requirements all Saber deliverables
must meet, and must be consistent on all Saber deliverables in
progress and going forward. ASIM: 3/3/3007: It has already been
agreed on the DED that the system availability ptan will not
address county issues, so why this issue has been raised? Isn’t Technical Open
this redundant? The following identified as "Severe” issue:

Technical Open

Technical Open

Maonday, Monday,

March 18, March 19,

2007 10:51:44 2007 10:51:44

AM MST AM MST

“Critical functionality failure exists with excessive risk to the ability

of Colorado's election officials to use the SCORE Il application
sysiem. System or application catastrophic failure has occurred or
is very likely to occur imminently.”This automatically covers
security issue.This will be documented as an issues moving
forward.

Saber delivered a Quality Management Plan and System Test

Plan but the Saber Oregon and Cotorado team clearly do not have

a complete understanding of the roles that need to be performed, )

the use of terminology and artifacts to be delivered. The limited Business  Open
Sunday, April Tuesday, exposure to the documentation leads us to believe testing is
8, 2007 April 10, 2007 performed but not according to any industry Standard. The 2
5:30:27 PM 2:59:21 PM  Oregon testers have only been with Saber for less than 10

2
N

WD WU-HNT Dﬂm 9 of 17 WDS Confidential Draft Working Copy

systems, inc.



SCORE Il Project Period Covered Weekly
V&V 02/10/2008 to 02/16/2008 Project Status Report

10 of 17 WDS Confidential Draft Working Copy
@ WD WUANT DATA
systems, inc.



SCORE Il Project Period Covered Weekly
V&V 02/10/2008 to 02/16/2008 Project Status Report

11 of 17 WDS Confidential Draft Working Copy



SCORE Il Project Period Covered Weekly
V&V 02/10/2008 to 02/16/2008 Project Status Report

12 of 17 WDS Confidential Draft Working Copy



SCORE Il Project Period Covered Weekly
V&V 02/10/2008 to 02/16/2008 Project Status Report

13 of 17 WDS Confidential Draft Working Copy



SCORE Project Period Covered Weekly
V&V 02/10/2008 to 02/16/2008 Project Status Report

Vendor Initial Deliverable Metrics:
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Vendor Current Deliverable Metrics:
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Risks:
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